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Order form for HA2-services Netcentric BankID in Preproduction
This order form includes all information required to implement HA2-services in Netcentric BankID. For each service, a separate form must be filled out.  If the HA2-Service provider has its own order form for network access, this must be sent to BankID 
support for completion. All white fields in the below table must be filled out by Bank or Service provider. 

General information
	Reason for submission of order form for this service (Please tick one of the boxes):
	New establishment
	Change of existing

	
	☐
	☐


Reason for the submission of order form

	Name of the Bank:
	

	BankRegNo:
	



	Contact person:
	Phone number:
	Email:

	
	
	


General information on Bank
Name of the Bank: Unique Bank name which is desiring this service. (Name which is registered under the key change over    ceremony)
BankRegNo: The Bank's unique registration number. (Identical to ‘Originator’ in RA)
Contact person: Person with overall responsibility for the HA2-service at the Bank.

	Name of HA2-service provider:
	

	Date of the order form submission:
	(dd.mm.yyyy)

	Preferred date for HA2 access:
	(dd.mm.yyyy)



	Contact person for application:
	Phone number:
	Email:

	
	
	

	Contact person for communication:
	Phone number:
	Email:

	
	
	


Information on HA2-service provider
Name of HA2-service provider: Name of the organization that has the responsibility for the HA2-service. This is often a service outsourced to ASP or similar. If the service is operated by the Bank, the Bank’s name shall be used.
Preproduction environment 
	Outbound IP-address from BankID COI
	Service
	Inbound IP-address to HA2-service provider
	Port
	URL

	Indicate choice:
☐ Extranet
193.26.146.73
☐ Internet
193.26.146.14
	HA2 
Primary
	
	(443)
	https://

	
	HA2 
Secondary
	
	(443)
	https://


Table 1: Addressing from BankID COI to HA2-service (service invocation) in preproduction environment
	Outbound IP-address from HA2-service provider
	Service
	Inbound IP-address to BankID COI (SEFE) 
	Port
	URL

	
	HA2 
Primary
	Indicate choice:
☐ Extranet
193.26.146.72
☐ Internet
193.26.146.8
	8443
	https://sefe.bankid.no:8443/sefe/api/secallback/seasynccallback

	
	HA2 
Secondary
	
	
	


Table 2: Addressing from HA2-service back to BankID COI (callback) in preproduction environment

HA2 service providers must submit IP-address, Port and URL for initiating their HA2 service (Table 1).
In addition, outbound IP-address for the HA2 service connection back to BankID COI must be submitted, and whether communication with the HA2-service for preproduction shall run over the internet or extranet (Table 2).

Secondary: Initiates if primary HA2 server cannot be reached. The secondary server address may be the same as the primary server address.

SEFE: (Secure Element Front End) BankID frontend server for callback from HA2-service provider. BankID recommends that the HA2-service callback is sat up with trust for BankID SSL issuer certificates, which can be found in Appendix A of this order form.
Optional additional routing information
	Information on communication/connection:

	
Information on which connection line to be used
	

	Other information
	



Trust
Please attach the certificate chain that BankID need to trust. The certificate chain can be attached when you raise a support ticket in the BankID Support Portal. 
Preproduction environment – BankID support portal 

HA2-parameters preproduction
The element descriptions in the table below are similar as the existing order form for ‘BankID – Order form for HA1 OTP’. Elements not relevant for HA2 is specified as N/A in the elements Information column.
	Element number
	Element name and information
	Value

	HA2-1
	Logical Name of HA2 Service/Bank.
A unique logical name for the HA2-service. Used when ordering BankID to associate a BankID with the particular HA2-service.
	

	HA2-2
	OTP Type
	3

	HA2-3
	OTP Version
	1

	HA2-4
	HA2-service primary URL
	Specified in Table 1

	HA2-5
	HA2-service secondary URL
	

	HA2-6
	Waiting time before the primary HA2-server are to do a retry on connection after a failure. (Sec.)
Valid parameter value is:  <Number of seconds> 

	(60)

	HA2-7
	Maximum HA2 attempts
Valid parameter value is: <amount>
The maximum number of failed attempts for an end user can make before the HA2 service is blocked for end user in BankID COI. 
Note: If it is preferred to use the block mechanism in the HA2-server instead of in BankID COI, set this value high. For example 10000.
	

	HA2-8
	N/A for HA2 (OTP Device ID Required - default value)
	N

	HA2-9
	HA2 timeout value
Valid parameter value is:  <Number of seconds> 
Waiting time in seconds for response from HA2-server (ACK/N4ACK) before request is considered unsuccessful and the secondary server is contacted (verifySecurityEle-mentRequest/Response). Corresponding with today's OTP timeout value.
Recommended value: 5 seconds

	(5)

	HA2-10
	HA2 friendly name 
Valid parameter value is:  <Alphanumeric name>
Name of HA2-service as it will appear for user in the client, see text marked in red in the figure below. Recommended length is max 15 characters (Web client's mini mode is 320px x 150px, see ‘BankID HA2 Issuer Implementation Considerations’ for details.


	

	HA2-11
	N/A for HA2 (OTP Probe Flag - default value)
	N

	HA2-12
	Maximum number of HA2 attempts from a user where machine profile is not recognized.
Valid parameter value is:  <amount>
Specifying how many times a user can type incorrect HA2 from a (for user) 
machine profile which is not recognized. Recommended value is 1-2 attempts lower than the lowest value of the HA2-7 value and optionally the limit set 
internally in the HA-server instead.
	(3)

	HA2-13
	N/A for HA2 (Preferred keyboard type - default value)
	NUMERIC

	HA2-14
	N/A for HA2 (Context Info Support - default value)
	N

	HA2-15
(label_follow_ha_
app_dialog)
	Instructional text in the HA2-wait stage (screenshot d07_ha_b i Web-klient)
Text is highlighted in red in the figure below. Maximum number of 
recommended characters: 31 (mini mode is 320px x 150px, see ‘BankID HA2 Issuer Implementation Considerations’ for details). If you need more characters, you should place the information in HA2-16 and ask the user to read this text.


Text is recommended to be both in Norwegian and English.

Note: If not filled in, default text from BANKID will be used. See dialog d07_ha_b in WEBUDD. This can be downloaded from https://www.bankid.no/partner/bank/programvare/. 

	Norsk (Norwegian):

	
	
	English:


	HA2-16
(ha_help_text)
	Instructional text in the HA2-wait stage (screenshot d07_ha_b i Web-klient).
Text is highlighted in red in the figure below. Maximum number of characters is 1000. The client will offer scrolling capabilities if all text cannot fit in the window. To make the text more readable, you can use <br> or <p>, but 
beside these two, it is not possible to use HTML. NB: No active links are 
allowed.





Text is recommended to be both in Norwegian and English.

Note: If not filled in, default text from BANKID will be used. See dialog d07_ha_b in WEBUDD. This can be downloaded from https://www.bankid.no/partner/bank/programvare/.

	Norsk (Norwegian):


	
	
	English:




Order process:
All incoming order request will be processed accordingly to:
1. The order form is to be sent to BankID Support by creating a support case in
a. Preproduction environment – BankID support portal 
2. BankID open internal firewalls.
3. BankID implement trust based on the provided certificate chains.
4. BankID implements values included in this order form.
5. Completion of the order will be notified by the BankID Support through the BankID support portal. 
6. Estimation for the completion of the order is between 1 to 10 working days*
7. Any other question in related to this order can be sent to:
a. Preproduction environment – BankID support

*Depending on additional routing information can cause somewhat longer implementation time. 
Appendix A

BankID HA2-service invocation Client SSL certificates:
BankID recommends that the HA2-service are set up with trust for BankID SSL issuer certificates (root and intermediate):

Preproduction – BankID root CA:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

Preproduction - BankID BBS Utility CA2:

-----BEGIN CERTIFICATE----------END CERTIFICATE-----


BankID HA2-service callback SEFE server SSL certificates (Issuer Chain)
For both Preproduction and Production
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

-----BEGIN CERTIFICATE----------END CERTIFICATE-----

Page 2 of 2

	2 - 7



image2.png
==2bankID Identification =

TestBank App @

AnsatiBankiD

@ oD merhent
Bamble og Langesund Sparebank






image3.png
==2bankID Identification =

TestBank App

Follow the instructions in your app
AnsattBankiD

@ oD merhent
Bamble og Langesund Sparebank






image4.png
The app from your bank is now

awaiting confirmation. The app
may either reside on the device
you are using just now, or on
another device where it is






image1.png
==2bankID Identification

[TestBank Appl @

Follow the instructions in your app
AnsattBankiD

@ oD merhent
Bamble og Langesund Sparebank





image5.emf

image6.png




