Test cases

® Recommended test case set for Switchover
© Netcentric usage verification Test scenarios Netcentric certificates
© [Issuing verification
= Test scenarios Netcentric certificates created before cutover
® Test scenarios Netcentric certificates created after cutover
© BankID on mobile certificates

® Test scenarios BankID on mobile certificates created before Cutover

® Test scenarios BankID on mobile certificates created after cutover

Recommended test case set for Switchover

Netcentric usage verification
Test scenarios Netcentric certificates

Nr Testcase

Expected test result

1 | Perform an Authentication with the Netcentric BankID which was created before cutover using HA1 Authentication is done with ok
(generated code) result

2 | Perform an Authentication with the Netcentric BanklD which was created before cutover using HA2 Authentication is done with ok
result

(generated code)

3 Perform Sign with the Netcentric BankID which was created before cutover

BIM internet usage verification

Test scenarios BankID on mobile

Nr Testcase
1 | Perform an Authentication with a BankID on mobile which was created before cutover
2 | Perform Sign with a BanklD on mobile which was created before cutover

3 | Perform a Netcentric authentication with BankID on mobile as OTP

BIM extranet usage verification

Signing is done with ok result

Expected test result
Authentication is done with ok result
Signing is done with ok result

Authentication is done with ok result

Test scenarios BankID on mobile certificates (Nettbank)

Nr Testcase
1 | Perform an Authentication with a BankID on mobile which was created before cutover
2 | Perform Sign with a BanklD on mobile which was created before cutover

3 | Perform a Netcentric authentication with BankID on mobile as OTP

Issuing verification

Test scenarios Netcentric certificates created before cutover

Nr Testcase
1  Perform a Suspend on Netcentric BankID which was created before cutover
2 | Perform an Revoke on Netcentric BankID which was created before cutover

3 | Perform a Renew on Netcentric BanklD which was created before cutover.

Expected test result
Authentication is done with ok result
Signing is done with ok result

Authentication is done with ok result

Expected test result
Verify that the BankID is suspended in RA
Verify that the BanklID is revoked in RA

Verify that the BankID is renewed in RA



10

Perform an Authentication with the Netcentric BanklD which was Renewed above
Perform a Sign with the Netcentric BankID which was Renewed above

Perform an Reissue (order new password) on Netcentric BankID which was created
before cutover

Perform an Authentication on Netcentric BankID which was Reissued above
Perform a Sign with Netcentric BankID which was Reissued above

Perform a Reinstate on a certificate which was Suspended before cutover

Authentication is done with ok result
Signing is done with ok result

Verify that renewal of certificate is ok

Authentication is done with ok result
Signing is done with ok result

Certificate was successfully Reinstated and is in

Activated status

Perform an Authentication on Netcentric BanklD which was Reinstated above

Test scenarios Netcentric certificates created after cutover

Nr

10

11

12

Testcase

Perform an Authentication with the Netcentric BankID which was created after cutover
Perform Sign with the Netcentric BankID which was created after cutover

Perform a Suspend on Netcentric BankID which was created after cutover

Perform a Reinstate on Netcentric BanklD which was created after cutover

Perform an Authentication with Netcentric BankiD which was Reinstated above
Perform an Revoke on Netcentric BankID which was created after cutover
Perform a Renew on Netcentric BankID which was created after cutover
Perform an Authentication with Netcentric BankiD which was Renewed above
Perform a Sign with Netcentric BankID which was Renewed above

Perform Reissue (order new password) on Netcentric BankID which was created after cu
tover

Perform an Authentication with Netcentric BanklD which was Reissued above

Perform a Sign with Netcentric BankID which was Reissued above

BankID on mobile certificates

Authentication is done with ok result

Expected test result

Authentication is done with ok result
Signing is done with ok result

Verify that the BankID is suspended in RA

Verify that the BankID is activated and auth/sign is
OK

Authentication is done with ok result
Verify that the BankID is revoked in RA
Verify that the BankID is renewed in RA
Authentication is done with ok result
Signing is done with ok result

Verify that the BankID is renewed in RA

Authentication is done with ok result

Signing is done with ok result

Test scenarios BankID on mobile certificates created before Cutover

! When BankID on mobile is renewed, generation of new certificates will be done immediately (requires some process time)

Nr

1

Testcase

Perform an Suspend on a BankID on mobile which was created before cutover
Perform an Revoke on a BanklD om mobile which was created before cutover
Perform a Renew on a BankID on mobile which was created before cutover

Perform an Authentication with the BankID on mobile which was Renewed ab
ove

Perform a Reinstate on a certificate which was Suspended before cutover
status

Perform an Authentication with the BankID on mobile which was Reinstated a
bove

Expected test result

Verify that the BankID is suspended in RA
Verify that the BankID is revoked in RA
Verify that the BankID is renewed in RA

Authentication is done with ok result

Certificate was successfully Reinstated and is in Activated

Authentication is done with ok result

Test scenarios BankID on mobile certificates created after cutover

!. When BankID on mobile is renewed, generation of new certificates will be done immediately (requires some process time)



Nr

Testcase

Perform an Authentication with a BankiD on mobile which was created after cutover
Perform Sign with a BankID on mobile which was created after cutover

Perform an Suspend on a BankID on mobile which was created after cutover
Perform a Reinstate on a BankID on mobile which was created after cutover
Perform an Authentication with the BankID on mobile which was Reinstated above
Perform an Revoke on a BankID on mobile which was created after cutover

Perform a Renew on a BankID on mobile which was created after cutover.

Perform an Authentication with the BankID on mobile which was Renewed above

Expected test result

Authentication is done with ok result

Signing is done with ok result

Verify that the BankID is suspended in RA

Verify that the BankID is activated and auth/sign is OK
Authentication is done with ok result

Verify that the BankID is revoked in RA

Verify that the BankID is renewed in RA

Authentication is done with ok result
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